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Abstract: Software-based redundant execution (SRE) is a popular fault-tolerant design method which makes use of faults
occurring randomly to achieve fault-tolerance. Software-based heterogeneous redundant execution (SHRE) uses hetero-
geneous redundant software replicas with identical function based on SRE and diversity of software. By comparing the
results of heterogeneous redundant software replicas, SHRE can resist threats from software vulnerabilities and homoge-
nization. The classification method of SHRE was proposed, and the security capability of SHRE was introduced. Based
on N-modular redundancy, I/O operation mode and the recovery capability of attacked software replica, resistance to at-
tack of different structures were analyzed. The analysis shows that the security capability of SHRE performs best when it
is triple-mode redundancy architecture and attacked software replica can be recovered. Besides, by shortening the recov-
ery time of attacked software replica, security to SHRE can be improved.
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